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important?
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RISK MANAGEMENT - OBJECTIVES

Early identification of 

potential problems and 

conflicts

Identification of 

business 

development 

opportunities

Mitigation of negative 

consequences of risk

Avoidance

of unnecessary costs

• Unmanaged risk may easily prevent achievement of planned business objectives or 

even cause a project failure.

• Mitigating risks in a proactive way so as to prevent their release is a much less 

expensive solution than dealing with problems which emerge at the time when the risk 

occurs.

Well managed risk  makes 

project success much 

more likely. 
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Examples of risk materialisation:

• due to employee’s carelessness rights of other entities will be violated

• a business partner who has so far performed under the contract has not

made delivery on time now / has not paid for a service or supplied

product

• an employee received correspondence with incomprehensible

requests, a complaint from the client, the client is dissatisfied, writes

about mistakes, lack of quality, compensation, termination

• an employee has been dismissed

• there was an accident at the workplace and one of the employees is

injured

• property has been stolen from the company’s premises or money from

the company’s bank account – by a third party or an employee

• an unexpected unusual situation occurs at the workplace

WHEN PROBLEMS BEGIN TO ARISE (CRITICAL SITUATIONS)



Stages of risk management
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Risk management is important at each stage of the project:

• during project initiation

• at the preparation stage

• in the course of project execution

Risk management phases

RISK MANAGEMENT STAGES

Risk identification
Assessment of risk 

probability 

Assessment

of potential 
consequences of risk

Selection of risk 
management strategy

Risk monitoring
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The process of risk management before a project is 

launched should begin with:

• Appointing a project manager

• Collecting all possible information and documents from the client and 

obligatorily making a written summary of the received documents

• Identifying risks

• Analysing risk and risk persistence

• Taking steps to prevent the risk

• Developing, evaluating and discussing project ideas together

• Developing a methodology for running a specific project

• Breaking down the processes into different stages 

• Appointing responsible persons and distributing work among individual 

teams

RISK MANAGEMENT BEFORE A PROJECTIS LAUNCHED
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Risk analysis helps to:

• understand factors such as strategic adjustment, financial requirements, 

human resources, risks and time constraints which may affect the project

• assess the long-term sustainability and feasibility of the project solution

• provide valuable information to project sponsors, colleagues and team 

members for dialogue, joint decision-making and project progress

• provide insight into the work of the project team

• define who should be involved / informed about decisions on the project

• define who should be involved / informed about decisions on the project; and

• stworzyć solidną podstawę informacji związanych z projektem

RISK ANALYSIS

The whole team should 

participate in the risk 

analysis 

• In case of emergence of 

any problems and 

mistakes, they should be 

immediately reported to 

the individuals responsible 

for risk management

• In justified cases it is worth 

to make other 

departments engaged, e.g. 

the security department
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Necessary actions during project execution:

• Compliance with policies, procedures and documents functioning in the organisation, 

e.g. the data security policy and procedure or the procedure of random internal (team) 

and external audits

• Elimination of trouble spots

• Periodic change of teams serving a given client (when there is material responsibility 

for client’s funds)

• Periodic updates of project status

• Taking minutes of all meetings and conversations 

• Ongoing update of documents, including the risk analysis document

• Receiving requests to change the methodology of project execution and team 

comments

RISK MANAGEMENT DURING PROJECT EXECUTION

Procedure in case of 

problems

In case of emergence of any 

problems or a contentious 

issue (e.g. complaint from a 

client), this should be 

immediately reported to the 

individuals responsible for risk 

management



11
© 2021 TGC Corporate Lawyers

Rules of conduct in emergency situations:

• Do not panic

• Listen to the arguments of all parties involved

• Collect the most important information about a given problem / contentious issue

• Present the situation to your supervisor

• Complete useful documentation

• Make an internal note which specifies the situation, arguments of the parties, meeting participants and the date

• Obtain written/ electronic argumentation of the other party to a given situation (e.g. a client, employee)

• In case of doubts as to resolution of the matter, inform your supervisor and individuals responsible for risk management 

• If necessary, cooperate with other departments of the organisation

PROCEDURE IN EMERGENCY SITUATIONS
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The process of risk management should include permanent control of both the risks 

themselves and the adopted response strategy in case of their occurrence. 

The basic objective of risk monitoring is to verify effectiveness of risk management actions and identify possible changes 

which may, e.g. make occurrence of a given risk more likely.

RISK MONITORING

Observation

of identified risks

Evaluation

of risk management

effectiveness

Corrective actions 

(if necessary)



Risk management – useful principles
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• It consists in the distribution of duties within one operation

• Authorization and recording of material operations should not be based on a 

single person.

• Each operation is verified and authorized by at least 1 supervisor who performs:

• Substantive evaluation

• Formal and accounting control

• Need to build an effective system of division of duties within the team

• The principle is supplemented by the principle of random verification of operations 

by authorized internal departments of the organization;

Main advantages:

• Easy to implement

• Helps prevent errors, fraud, offences;

• Promotes better work quality and better coordination

FOUR-EYES PRINCIPLE
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• A good rapport between the employee and his supervisor is an important element of day-to-day cooperation also in 

the context of risk management

• The Employee has to respect supervisor's time (apart from coordinating his subordinates, the supervisor has a 

number of his own duties):

• should listen carefully and record the most relevant information;

• should prepare the agenda of the meeting and questions in advance to avoid unnecessary and multiple involvement of the supervisor in 

the project;

• should follow the supervisor's recommendations, report problems and report the results of his work.

• Good communication with the supervisor improves work, has a positive impact on its effects and is of great 

psychological importance:

• allows the employee to avoid concealing the encountered difficulties and problems (crisis situations)

• strengthens the employee's commitment to performing daily duties

• One has to remember that it is a formal relationship

PRINCIPLE OF NOTIFYING THE SUPERVISOR
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• Any correspondence related to the project should be carried on at least 

electronically

• Both meetings and phone calls should be recorded in notes which should include:  

• Exact date, 

• Duration

• Description of important information concerning the course of the phone call / meeting

• The note should be prepared immediately and then sent to the supervisor

• If any arrangements with respect to the project are made during a telephone 

conversation / meeting, a summary of the telephone arrangements should be sent 

to all participants of the conversation / meeting

A note should also be made in case of a critical situation, suspected data protection 

violation, client’s complaint.

PRINCIPLE OF WRITTEN RECORD
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• Efektowe cooperation between departments in the company is the key to the success of the organisation. Operational 

goals of teams may vary, but the goal of the organization is common to all

• Each unit of the company should know its responsibilities and tasks - scopes and tasks should be constantly made 

available to all employees of the organization

• It is important to develop principles of cooperation between organizational units with conflicting goals

• The flow of information between departments that are to cooperate with each other should be facilitated; employees of 

cooperating departments should know what tasks they are handling, what is the nature of their work, what is the common 

priority, why they require specific actions from each other

• It is recommended to establishing interdepartmental teams when harmonization of cooperation between departments is 

required (this applies especially to departments competing with each other)

• In the case of a critical situation it is recommended to use the knowledge and experience of other departments which have 

competence in the relevant area

• It is worth to summarising mutual cooperation from time to time, pointing out elements which work well, but also proposing

changes to the rules which are not efficient

PRINCIPLE OF COOPERATION BETWEEN DEPARTMENTS
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If  a supervisor or another person authorized to do so asks the employee to 

provide information, provide explanations or allow access, the employee is 

obliged to:

• promptly present the requested materials and information as well as 

documents directly related to them

• make the necessary copies, lists and calculations based on those 

documents

• provide oral or written explanations within the set time limit

• indicate other individuals who will provide additional explanations, if 

required

PRINCIPLE OF ACCESS TO INFORMATION
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In the organisation there should be an obligation to follow the code of ethics governing, among others, such issues as:

• principle of integrity

• confidentiality

• professional conduct

• due diligence

• conflicts of interests

• relations with clients

• obligations to inform relevant company officials about 

violations of ethical principles

PRINCIPLE OF ETHICAL CULTURE
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• All information and communications addressed to the employee should be easily accessible and comprehensible

• Such information should be provided in a clear and plain language and, where appropriate, be additionally visualised

• Employees, especially those inexperienced, should be made aware of the risks associated with their work, as well as the 

rules and safeguards functioning in the organization

• No one should deliberately mislead another employee, business partner or client, and in the event of a breach -

immediately correct it and inform their superior about it

PRINCIPLE OF TRANSPARENCY
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The obligation to report any suspected data security breach to the security department.

PRINCIPLE OF INFORMATION PROTECTION

Examples of a suspected data security breach:

• finding traces of a break-in to the location or premises where data is 

processed

• presence of unauthorized persons in the location or premises where data 

is processed, without simultaneous presence of at least one person 

authorized to process it, after it has been found that there were unsecured 

or inadequately secured data storage media in the premises

• providing data or data storage media to unauthorized persons (regardless 

of the manner)

• theft, loss or damage to any data storage media

• failure of data storage media or any data processing system
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• documents and / or portable data storage media must not be left on the desk unattended

• if unattended documents and / or portable data storage media are left on the desk - lock the room to prevent 

unauthorized persons from accessing that room

• at the end of the working day - close documents and / or portable data storage media in appropriate premises, without 

the possibility of unauthorized access to those premises

CLEAN DESK PRINCIPLE

Applies to employees/ contractors who process data in hard 

copy and / or use portable data storage media



23
© 2021 TGC Corporate Lawyers

• you should place the monitor on which you work so that data displayed on it cannot be accessed by unauthorized 

persons

• the computer which the employee uses has to have a setting that after a period of inactivity of not more than 5 minutes, 

the screen saver automatically turns on, and the monitor can only be resumed after entering the user password

• before leaving the room where the monitor is located the employee should turn on the screen saver himself, and the 

monitor can only be resumed after entering the user password

CLEAR SCREEN PRINCIPLE

Applies to employees/ contractors who have access to and / 

or process data, regardless of their position, place of 

performing duties and type of the legal relationship between 

them and the company
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• Premises and locations where data is processed must not be left unsecured (both during and outside of business 

hours)

• Those premises / locations must not be left without the presence of a person authorized to process data

• lock those premises / locations and secure access to them when no one authorized to process data is present there

• Limit situations where there are people in the premises / locations without authorization to process data

• At the end of the working day - lock those rooms / locations and secure access to them 

SECURE PREMISES PRINCIPLE
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• After finishing the use of materials other than document, where data has 

been processed - clear or clean all materials (e.g. boards) or dispose of 

them in a specific manner

• Obligatorily collect documents from generally available devices other than a 

computer (e.g. photocopier, printer, scanner) after photocopying, printing or 

scanning

• Destroy paper data carriers only in a document shredder in a way that 

makes it impossible to read or recover even a part of this data or throw it to a 

secured, specially designed container (throwing it into the bin is insufficient !)

CLEAR DEVICES PRINCIPLE
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• Every employee / contractor who has access to and / or processes data, regardless of their position, place of 

performing duties and type of legal relationship between them and the company, has a key (or access card) to the 

office room

• The key / access card cannot be shared / given to any third parties

• Having finished work, the employee is obliged to take the key / access card to business premises with him

• Outside working hours, the employee / contractor is fully responsible for proper protection of the key / card to business 

premises

• Keys / cards / access codes to desks / office cabinets / safes / cash boxes are in the possession of individuals to whom 

they belong or who have actual custody over them. These individuals are fully responsible for their proper protection

• Passwords / codes to premises / devices where data is processed should be provided only on an explicit instruction

SECURING PREMISES AND LOCATIONS
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The electronic mailing system may be used for business purposes and only 

on the organization's IT devices.

Without an explicit, written instruction, it is forbidden to:

• open e-mail correspondence from entities unknown to the user of the e-

mail system, the title or content of which (read without opening 

correspondence) does not suggest that it is business-related e-mail 

correspondence

• pen attachments to e-mail correspondence referred to above

• files containing data which are sent by e-mail to any third party should be 

protected with a password (provided to the recipient of the e-mail in a way 

other than by e-mail, e.g. on the phone, in a text message)

Any doubts as to the nature of e-mail correspondence should be immediately 

reported the security department.

Using the e-mail system requires the use of anti-spam tools.

USE OF ELECTRONIC MAIL
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Do you have questions 

about risk management? 
Contact us: contact@tgc.eu


